SIHD‘EKC 9 5pay3ep ‘ ONS opraHn3auui

AHpekc bpay3ep
nnsa obpasoBaTenbHbIX
yypexaeHnu

Anpekc bpay3ep ong obpaszoBaHnsa — 3710 bpay3ep,
KOTOPbIN pa3paboTaH cneumanbHO A1 UCMOb30BaHMS
B LLUKOJ1AX N Apyrux y4ebHbix 3aBegeHnsax. OH yxe
nenaet y4ebHbIn npoLecc npoLue n 3dpeKTUBHeE
B 1000+ o6pa3oBaTesibHbIX OPraHmn3aLmsax.

HEBHUK
ﬂﬂﬂﬂﬂ

OKYMEHTBI
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OcCHOBHbIe NpenmMylLLecTBa

JlononHuTenbHbIN cnon 6e3onacHoOCTU v

Bpay3ep co3gaét 6e3onacHoe NPOCTPaAHCTBO A1 YYEHNKOB M MpenojaBa-
Tenem — 3awmaeTt ot PULLMHIOBbLIX CANTOB U BPEAOHOCHbIX NPOrpamMm.
Ecnn Bbl nepexoanTe Ha NOTEHLUMaNbHO ONAaCHYo CTpaHuuy, bpay3ep

He TONbKO NMpeaynpex,aaeT 06 3ToM, HO 1 He AAET YKPaCcTb Balln JaHHbIE.

v

OuncTKa gaHHbIX U peXxum GoKyCNpPOBKU

Bpay3ep aBTOMaTU4YECKM OUMLLAET JaHHbIE NOC/IE YPOKOB M1 NO3BoNAeT
BK/IIOUUTb PeXXnM GoKYCUPOBKM BO BPEMS KOHTPOJbHbIX paboT. HacTponTte
CMUCOK Pa3peLLEHHbIX CANTOB, U YYEHUKN HE CMOIYT NOACMOTPETb OTBETbI
NN CNUCaTb U3 UHTEPHETA.

ToNbKO HY>XHble UHCTPYMEHTbI A1 Y4EODDI

Bpay3ep noMmoraeTt cocpeaoToumnTbCSA TOIbKO Ha yYebHbIX 3aga4ax.
DNEeKTPOHHbIN HEBHUK, XPaHUITNLLE, MOYTA, PeaaKTOPbl JOKYMEHTOB
1N CEPBUCHI AJ15 OHNanH-0bpa3oBaHnsA — Bcerga B 6bICTPOM JoCTyne
Ha rMaBHOM 3KpaHe. Bcé ocTanibHOE MOXXHO OTKIO4YNUTb.

MU B nomouwb yuntenam

Co BCTPOEHHbIMU MHCTPYMeEHTaMn Ha ocHoBe VI MOXXHO reHepurpoBaTb
naen oNns ypoKoB, Co3aBaTh N3006paXkeHUsa A1 npeseHTaumi u MHoroe

opyroe.
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MHCTPYKLMSA NO YCTaHOBKE 1 HacTpolke bpay3epa

Bpay3ep ans obpa3oBaHMsA NErko yCTaHOBUTb M HACTPOWUTb CPpa3y Ha BCEX
KoMnbloTepax B y4ebHoM 3aBegeHnn. OH ctabunbHo paboTtaeT c [locycnyramm
n ECUA 6naropapsa ceptudmnkatam HYL, a Takxe BXOOUT B peecTp

cTtabunbHoro MNO.

C yero Ha4yaTtb

1. CkadanTe nogxoasiyto Bepcuio bpaysepa
019 06pa3oBaHMA C 3TOM CTPAHULLbI.

Ha Windows Hy>Has cbopka 3aBUCUT OT TOro, Kak Bbl COBMpaeTech
yCTaHaBNMBaTb bpay3ep: .exe A1 yCTaHOBKM Ha OAHOM KOMMbOTEpPE, .mSi —
Ha HECKOMbKUX.

A Ha Linux — ot guctpubytumea: .rpm ansa Alt Linux, CentOS, Fedora, ROSA,
PE[L OC; .deb onsa Astra, Debian, Deepin, Kali, Mint, Raspbian, Ubuntu.

2. Ecnny Bac yye ycTaHOB/EH 1 MCNoNb30Basncs 0bblvHbIN AHOeKC bpay3ep,
yoanuTe ero C CoOXpaHeHMeM NINYHbIX JAHHbIX.

Mepen TeM Kak yoansaTb Opaysep, pekoMeHayeM 03HAaKOMUTLCS C Pa3HbIMU
crnocobamu nepeHoca AaHHbIX (eCNM BaM Ba)KHO COXPaHUTb JIMYHbIE AaHHbIE,
HanpuMep, 3aKnaaKu, paclumpeHuns, naponun). MoxKHoO nepeHecT AaHHbIe
N U3 OPYroro CTOpoHHero 6pay3epa — [epeHocC AaHHbIX U3 ApYroro

Opay3epa.

Yoanutb bpay3ep MOXHO Yyepe3 CTaHOAPTHYIO NPOorpamMmy yaaneHus
Windows: [Nyck - NapameTpbl = NpunoxeHns — B CAUCKE HAaXoAUM
nporpammy Yandex Browser = Yganutb. YCTaHOBLUMK NpeanoXxuT
yOANNTb BCE AaHHble, Ba)XHO OTKa3aTbCs OT yaAaNeHUS INYHbIX

4

OaHHbIX, UX MOYXXHO OyaeT NnepeHecTn B HOBbIV bpay3ep.


https://yandex.ru/support2/browser/ru/security/policy-national-ca
https://browser.yandex.ru/corp/education?utm_source=instruction&utm_medium=pdf
https://yandex.ru/support/browser-corporate/ru/deployment/transfer
https://yandex.ru/support/browser-corporate/ru/deployment/transfer

OC Windows

Py‘-IHaFI YCTAdHOBKa Ha OANH KOMIbIOTEP

0 Ha Windows bpay3ep ycTaHaBiMBaeTCsa BPYUHYIO Ha KaXKAbI KOMMbIOTEP UMM LEHTPANIM30BAHHO Ha KOMMbIOTEPLI Yepe3 NonynsapHble
CUCTEMbI aAMUHUCTPUPOBAHUS.

be3onacHbin AHpekc bpaysep : : ;1
A8 06pa3oBaTeNbHbIX YYPEXXaAeHUN i R gt ~ Q

Microsoft

) i 5 PBSpELLIMTb 3TOMY NPUNOXEHUKO BHOCUTDL Edge
BbICTPbIN 4OCTYN K cepBUCaM A yYEDLl — 3NEKTPOHHbIN HEBHUK, AMUCK, NOYTa,
PenaKkTopbl AOKYMEHTOB, NPe3eHTaLuii U Tabnul, M3IMEeHeHMsa Ha BawleMm yc‘rpoﬁc‘rae?

“ Yandex

MNpoeseperHbiin nagarens: YANDEX LLC
NcTouHnk daitna: XKectkmid AUCK KOMNbHOTEPa

OueBHMK

Oa Het
L Mowck
1. [BOWMHbIM KJIMKOM 3anyCTMUTE CKauYaHHbIN dann 2. B ananoroBom okHe noaTrBepamnTe yCTaHOBKY. 3. lMocne yctaHOBKU Ha paboyem cTone n naHenm
C HY>XHOW Bepcuen bpaysepa. Haxmure KHonky ObICTPOro gocTyna nosiBUTCSA CUHUIN APNbIK
YCTaHOBUTD. bpay3epa. [NoBTopUTE N. 1-2 Ha BCEX HY>KHbIX

KOMIbIOTEPAX.



L',EHTpa.HVBOBaHHaFI YCTAHOBKd Ha BCe KOMIMbIOTEPbI

1 H =] ms

m FnagHan MogennTeca Bug

<« “ A L » Cers » Test » MSI
naa [lara usmeHenna Tun Pazmep
# BeicTphiit goctyn
ﬁl YandexBrowser.msi 24.07.2024 017 Maker ycraHoBLLM... 173 456 Kb

I PaBouwii cton o

.‘ 3arpyskn b
E JokyMeHThl 4
& Mzobpaxerna

m Bugeo

J‘) My3bika
@ OneDrive
3 3101 komnetoTep

[_" Ceme
3 Test

E wmware-host

1 3nement

1. Co3panTe Ha KoMMbloTEpPE yunTens nanky
C oOLWMM OOCTYNOM, NEPEHECUTE Tyda CKauYaHHbIN
$dann .msi n NpoBepbTE, YTO Y BCEX NONb30BaTENEN
Ballen NOKaNbHOM CETU eCTb JOCTYN B Manky.

YcTtaHoBka bpay3epa / OC Windows

|2 Group Policy Management
2 File Action View Window Help
Ll dRealea (RN 7 Jia-

Console Root

browser

Actions
v [ Group Palicy Mariagermesit Scope Details Settings Delegation Status browser
v A\ Forest: browseryndx B
Links More Actions
Display links in this location: browseryndx “
i3 browser The following sites, domains, and OUs are linked to this GPO:
s/ Default Domain Poli =
B DomiinControllers Location Enforced Link Enabled Path
v [ Group Policy Object: £ browser yndx Yes Yes browser yndx
=] browser = Domain Controllers No Yes browser yndx/Domain Cor|
5] Default Domain q
'=] Default Domain |
> [ WMIFilters
> a Starter GPOs
(@ Sites
¢ Group Policy Modeling <

[ Group Policy Results

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

Name
82 Authenticated Users
2 policy (BROWSER\B
Add... Remove Properties
WMI Filtering

This GPO is linked to the following WMI filter:
<none> ~| Open

2. Couetanuem knasuil Win + R oTKponTe MeHto
«BbInONHNTBH» N B AMAaNOroBoM OKHE BBEAUTE:

gpmc.msc. OTKpoeTCs KOHCO/b ynpaBneHuns
rpynnoBoOn NOSINTUKOWN.

-t Group Policy Nhkiarte

3. [1paBoOn KHOMKOWM MbILLN HAXXMUTE Ha HY>XHbI

Mew

Back Up All...

Manage Backups...

Open Migration Table Editor

Mew Window from Here

Refresh

Help

OOMeH unu rpynny v sbibepute Co3pgatb

06beKT rpynnoBoi NOJIMTUKU B 3TOM fIOMEHEe

N CBA3aTb €ro.



Mew GPO pd
Mame:

YoTaHoeKa Gpaysepa

Source Starter GPO:

{none) w

OK

Cancel

4. 3apanTe rpynnoBow NOANUTUKE NMS (HanpuMmep,

«YcTaHOBKa bpay3epa») n Haxmnte OK.

YcTtaHoBka bpay3epa / OC Windows

|E[ ¥cTanoska Anamena
Edit...

GPO Status 3

Back Up...

Restore from Backup...
Import Settings...

Save Report..,

Wiew ¥

Mew Window from Here

Copy
Delete

Rename

Refresh

Help

5. [NpaBoi KHONMKOW MbILLIW HAXXMUTE Ha CO3AaHHYIO
FPYMNMoBYIO NONUTUKY U BbibepuTe A3MeHnTb.

‘=] Group Policy Management Editor
File Action View Help

& | 2 E 6= HE

=] Ycranoska Gpaysepa [TEST.BROWSER.YM
v & Computer Configuration
~v || Policies
w [ | Software Settings
Software installation
» [] Windows Settings
» [ Administrative Templates: Pol
| Preferences
#%, User Configuration

Name Version Deployment st...  Source

There are no items to show in this view,

6. lMepengute B pasgen KoHpurypauumsa

KoMnbloTepa - MNonutnku - KoHourypauus

nporpamMm - YCTaHOBKa NMporpamMm.



Mew 3

Paste

Refresh

View H
Arrange lcons #

Line up lcons

Properties

Help

7. [lpaBoO KHONKOW MbILLIW HAXXMUTE Ha YCTaHOBKa
nporpamm 1 Bbibepnte Cospatb - MNMaker.

YcTtaHoBka bpay3epa / OC Windows

Package...

=] Open

A L > Network » Test > Msi

Organize v New folder

Name
= This PC

[ Desktop
\j Documents
‘ Downloads
ﬁ Music

= Pictures

m Videos

i Local Disk (C:)

ﬁl YandexBrowser

Date modified

7/23/2024 2:17 PM

v & | SearchMsi

X

o

= ™ @

Type Size

Windows Installer ... 173,456 KB

File name: | YandexBrowser

v| Windows Installer packages (".r ~

Cancel

8. BbibepuTe dpann .msi B nanke c obLWmMM AOCTYNOM
N HaxXMuTe OTKPbITD.

Deploy Software

Select deployment method:

Published

Select this option to corfigure the Published or Assigned options,

and to apphy modifications to a package.

OK

Cancel

9. Ykaxute MeTtop pa3BepTbiBaHNS Ocobbin

n Haxxmute OK.



=
)

Microsoft
Edge

,O Mownck

10.lMepe3arpy3nTte KOMMbOTEPbI YYEHNKOB.

11.Tlocne ycTaHOBKU Ha paboyem cTosne 1 naHenm ObICTPOro A0CTyna KaXaoro
KOMMbloTepa NossBUTCSA CUHUI Apnblk Bpay3epa.



OC Linux

Py‘-IHaFI YCTAaHOBKAd Ha O4NH KOMIbIOTEP

° Ha Linux bpay3ep MOXXHO YCTaHOBUTb BPYYHYIO Ha KaXKAbI KOMMbIOTEP UKW CPa3y LEHTPANIM30BaHHO Ha BCE.

“ MakeT: yandex-browser-customisation
CocTosHWe: Bce 3aBUCMOCTI Y 40BNETEOPEHEI.

OnucaHue ’ I'm obHocT  Cogepxaluue

Yandex Browser addon.

Yandex Browser addon.

9 YeTaHoBuTE naker ] l ) OTMeHa l

\

4 # E QPO Qe it AT ES e Bl
1. YcTaHOBUTE nakeT 6pay3epa C NOMOWpbKO CTAaHAAPTHOIO MeHeg>kepa rNnakeTos

2. Epay3ep YCTaHaBJ/INBAETCA B TEHEHUNE MNMaPbl MUHYT. [Mocne YCTaHOBKUA 06paTMTe
NN KOMaHOoM B TepMUMHane:

BHUMaHME Ha CUHUW apnblK AHOeKC Epay3epa Ha pa6oqu cTtone.
.deb: sudo dpkg -i Yandex.deb

nnn
.rpm: sudo rpm -i Yandex.rpm

YctaHoeka bpay3epa / OC Linux
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LLEHTpanVBOBaHHaFI YCTAdHOBKa Ha BCe KOMIMbIOTEPbI
[MoarotoBbTE CepBep

1. YcTaHoBUTE nporpamMmy ynpasneHns KoHpurypaumamm Ansible
C MOMOLLbIO KOMaHAbI B TEPMUHANE

apt-get install ansible

2. lNponuwmnTte ynpaBnsemMble KOMMbOTEPbI B rpynny (Hanpumep,
local). B panne /etc/ansible/hosts Hy>KHO yka3aTb nonb3oBaTens —
aJMUHUCTpPaTopa, KOTOpbIV ByaeT 3anyckaTb KOMaHAbl Ha yApaBisieMblX
MaLllMHax (root):

@aiin  Mpaeka Bwg  3aknagkkw  Mogynw  HacTpoidka  Cnpaeka

[all:vars]
| B2 O & 9 | ansible_user=root
1 GNU nano 7.2 /etc/ansible/hosts * [LOC&L]

IP-aapec

ep obmeHa nycTt ]
N4 B

YcTtaHoBKa bpay3epa / OC Linux

3. CozpanTte kntoy SSH komMaHaow (naponb Knto4va MOXKET ObITb MYCTbIM):

ssh-keygen -t ed25519 -f ~/.ssh/manager

4. [obaBbTe K/11OY Ha cepBepe KOMaHoM:

eval 'ssh-agent'
ssh-add ~/.ssh/manager

5. Co3panTe KaTanor gns CncKoB CLEeHapMeB KOMaHOoW:

mkdir -p /etc/ansible/playbooks

11



MoparoTtoBbTe KJIMEHT

1. YcTtaHoBUTE HeobxogmMmble MOOY/TM KOMaHOOM:

apt-get install python python-module-yaml python-module-jinja2 python-modules-json python-modules-distutils

2. Bknwounte n 3anyctute cnyx0y sshd Lienoyvkom koMaHAa;:

- System V:
chkconfig sshd on
service sshd start
- Systemd:

systemctl enable sshd.service
systemctl start sshd.service

3. PasmecTtuTe nybnmyHyio YacTb CO34aHHOMO Ha CEpBepE KKoYa Nonb3oBaTesto root. [lobasbTe
copgepxmnmoe ¢panna manager.pub B /etc/openssh/authorized keys/root B moayne
AOMUWHNCTPATOP CUCTEMBbI UJTN BPYYHYIO.

sudo cp ~/.ssh/manager.pub /etc/openssh/authorized_keys/root

4. [lpoBepbTe OOCTYM NO KoYy C cepBepa KOMaHO0M:

ssh root@IP_aapec

YcTtaHoBKa bpay3epa / OC Linux
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Pa3sBepHUTe 6pay3ep Ha BCcexX KOMMbloTepax CeTU

Q Ecnu Tmn Bawwen onepaumoHHom cuctemsl .rpm, BMecTo Yandex.deb ykakute 3HayeHne Yandex.rpm.

1. Cozpante ¢pann /etc/ansible/playbooks/copy-installer.yml v nponnwunTte
B HEM CLIeHapUI AN KONUPOBaHMSA YCTAHOBOYHOIO NakeTa Ha KOMMblOTepb!:

3. BbinonHuTe KoMaHAbl:

ansible-playbook copy-installer

- hosts: local # I'pynna, KOTOpOW MNpUHAANEXAT KOMMbHTEDPHI ansible-playbook install-browser
remote_user: root
tasks:
- . Copy installer of Yandex B
2323 SEYESHSEECSs 08 NENGes SEonsss 4. Tlocne BbINOMHEHWNS KOMaHabl 6pay3ep yCTaHaBAMBAETCS CPa3y Ha HECKOMbKMX

MallUnHax. 06paTl/ITe BHMMaHME Ha CUHUN APJIbIK AHpekc 5pay3epa Ha pa6oqu
src: ~/Yandex.deb # [lyTb K konupyeMomy dbanny cTone.
dest: ~/Yandex.deb # [lyTb K KOHe4YHOMY danny
owner: local # Bnapeney danna
group: Llocal # I'pynna, KOTOpPOW NpUHALNEXUT bann

2. Co3pante dann [etc/ansible/playbooks/install-browser.yml n nponuwmnre
B HEM CLIEHapUI 0N YCTaHOBKM bpay3epa:

- hosts: local # I'pynna, KOTOpOW MNpUHAANEXAT KOMMbHTEPHI
remote_user: root

tasks:

- name: Install Yandex Browser
apt:

name: ~/Yandex.deb # [lyTb K ycTaHOBOYHOMY nakeTy Opay3epa
state: present

update_cache: vyes

YcTtaHoBKa bpay3epa / OC Linux 13



HacTpouka rpynnoBbIX NOJUTUK

[pynnoBas NoNTMKA — 3TO HAbOP MHCTPYMEHTOB, KOTOPbIE MOMOraloT LIEHTPANIN30BaHHO
yMNpaBnATb HACTPOMKAMU Ha BCEX KOMIMblOTEpPaxX. Hanpmnmep, MOXXHO CO34aTb HY>XHble 3aK/1aaKu
Ha CBOEM KOMIMbIOTEPE U NEPEHECTUN UX Ha T€, KOTOPbIMM NOMNb3YIOTCA YYEHUKN.

Y10 MOXHO HACTpPOUTb C NOJIUTUKaAMU

0 0‘-IMCTKy AdHHbIX YY€HUKa nocJjie OKOH4YaHUA ypPOKa. Korpa pa60Ty 3ad KOMIMbOTEPOM HAYHET
pa6OTaTb ﬂ,pyFOVI YYEHUK, OH HE CMOXKXET NOACMOTPETb OTBETDbI NpeabiayLlero Uin BblMoJIHATb
3aaHNAd HE CO CBOEro akkayHTa.

- Pexxum pokycupoBku. B bpaysepe 6yayT 4OCTYMHbI TONIbKO T€ CEPBUCHI, KOTOPbIE Bbl YKaXeTe.
YueHnku He ByayT OTB/IEKATbCA BO BPEMS YPOKOB M HE CMOTYT CNCaTb U3 APYro BKNaaKu
Ha KOMMbIOTEPE Ha KOHTPONBHOMN.

ns HaCTpOﬁKM pPEXNMOB I'IOHa,EI,O6VITCFI BK/TIOYNTb NOJIMTUKU, HAa3BaHUA
KOTOPbIX Mbl YKa>XeM HNXeE B MHCTPYKLUWNN.



OC Windows

BknioveHune rpynnoBbiX NOJINTUK Ha OAHOM KOMIblOTEpe

Kranr B Pazmep
& AllPclitics-on.reg 1 666
BackgroundModeEnabled-on.reg

.':*"j ClearBrowsingDataOnExitList-on.reg e02
E EditBookmarksEnabled-on.reg 276
i':*_g ManagedBookmarks-on.reg 934
ﬁ PasswordManagerEnabled-on.reg 272
-'E] YandexDisableld-on.reg 258

1. Cka4danTe apxmBbl C MONTUKAMMN:
- CTaHOapTHbIN, KOTOPbLIN HYXXEH A1 HACTPONKN OYNCTKM JaHHbIX.

« [1ng pexxnuMma GOKYCUPOBKMU.

HacTponka rpynnosbix nonutuk / OC Windows

lNonb3oBarenb

Maponu

&) PexuM MHKOTHUTO

@ Wcropua
) 3axknagxn
) Kowenek u KapTbl
5 Maponu u gaHHbe
3arpysku
53 Pacwmpernsa

---  [ONOAHHWTENLHO

® nMNomous

HacTpoiku

(O 3axpbms Bpaysep

il Aupexc bpaysep Ans OpraHMBaLi
JMUEH3UA BKTHUBHA

2. 3akpounTe AHpekc bpay3sep onsa obpaszoBaHusa coyetaHnem knasui Ctrl + Shift

+ Q unu kHonkowv MeHio - 3akpbiTb 6pay3ep.

3. OTkpounTte nanky BknovyeHne NoINTUK.
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https://yastatic.net/s3/doc-binary/src/support/browser/ru/files/ya_education.zip
https://yastatic.net/s3/doc-binary/src/support/browser/ru/files/ya-focus-mode-policy.zip

ﬂ,ﬂﬂ OYNCTKUN OaHHDbIX

ran Pasmep
& AllPolitics-on.reg 1666
BackgroundModeEnabled-on.reg

Ei ClearBrowsingDataOnExitList-on.reg 602
i::i EditBoockmarksEnabled-on.reg 276
EJ ManagedBookmarks-on.reg 934
E PasswordManagerEnabled-on.reg 272
a Yandex[hsableld-on.reg 258

- [lo ouepenun ABOMHbLIM KSTMKOM 3anycTuTte ¢pannbl NONTUK CO CNeayiowmmm
Ha3BaHnamu: BackgroundModeEnabled 1 ClearBrowsingDataOnEXxitList
(B HEE TaKXXe Mo YMOJTYaHMIO BK/IIOYEHA ELLLE OfHA HY)KHas MONNTKKa,
SyncDisabled).

- [Mpwu 3anycke kaxgoro danna B AManoroBoM OKHe paspeLlinTe BHECTU
N3MeHeHus B peecTp (HY>XXHbl NpaBa agMUHUCTPATOPA).

HacTponka rpynnosbix nonutuk / OC Windows

16



Ansa pexxkuma GoKyCUPOBKMU

| Windows_policies_on.reg - Enokrot

Daian [lpaeka Qopmar Bua Cnpaexa

Windows Registry Editor Version 5.80
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\YandexBrowser]
“ExtensionInstallBlocklist™="[\"*\"]"
"ExtensionInstallAllowlist"="[\"example id1\",\"example id2\"]"
"SearchSuggestEnabled”=dword : 86000800

"URLBlocklist"="[\"*\"]"

"URLAllowlist"="[\"example.com\"]"
"YandexAliceMsgDisable"=dword: 88000061

- N3Bnekute dannbl 3 apxmea. KnukHute no pamny Windows_policies_on npason
KHOMKOW MbiLLn 1 BbibepunTe OTKPbITb C NToMoLwblo -> BbnokHoT. Echm bnokHoTa
B CMNCKE HeT, BblibepuTe ero B MeHio OTKpbITb C NOMoLbio - BbiGpaTtb gpyroe
npunoxXeHue. B panne gomxHbl 6b1Tb NoNUTMKKM ExtensionlnstallBlocklist,
ExtensioninstallAllowlist, SearchSuggestEnabled, URLBIlocklist, URLAllowlist
n YandexAliceMsgDisable.

HacTponka rpynnosbix nonutuk / OC Windows

[“Ilhttps://chromewebstore.google.com/detail/cryptopro-extension-foi -c/iifchhfnnmpdbibifmijnfihpififfog?h =ru

m

O * ©o =

Noura TenemocT DOokymeHTsi Kane

0 ®

O6nako MNepeeoaYmK

Hangute nonutuky ExtensionlnstallAllowlist n BMecTo example_idl

n example _id2 nopacTtaBbTe HyXHble ID pacmpeHmn, KOTopble MOXHO
0o0aBUTb U3 MHTepPHeT-Mara3mnHa Chrome. He yganainTe KaBblYKM U gpyrue
cneumanbHble CMMBOJIbl. MOXHO 106aBNATb CKOBKO YIrOAHO PaCLLUNPEHUN.
Y100bl y3HaTh ID HY)KHOrO paclUMpeHmns, OTKPOWTE ero B UHTEPHET-MarasuHe,
3aTEM CKOMUPYMNTE N3 aJpPecHOn CTPOKM ByKBEHHYI0 KOMBMHaLIMIO, KOTOpas
OTAEeNeHa OT OCHOBHOIO agpeca creLuem.
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https://yandex.ru/support2/browser-corporate/ru/policy/extension-install-blocklist
https://yandex.ru/support2/browser-corporate/ru/policy/extension-install-allowlist
https://yandex.ru/support2/browser-corporate/ru/policy/search-suggest-enabled
https://yandex.ru/support2/browser-corporate/ru/policy/url-blocklist
https://yandex.ru/support2/browser-corporate/ru/policy/url-allowlist
https://yandex.ru/support2/browser-corporate/ru/policy/yandex-alice-msg-disable
https://chrome.google.com/webstore/category/extensions

Y lMoautukmn

TIOBTOPHO 3ArPY3HTE NOAHTHKA PR TR W Mokasbisats He 334aHHbIE MO

Cocronnne

MoAnTMKK ANA KOMNBIOTEPa

yCTpoAcTea:

MochegHAR BPEMEHHIR METKa NOAWTUEK

B kewe NoAMTHEM OWWBOK He HaRAeHD

Yandex Browser Policies
Hazsauue NOAMTHKN 3HaueHne NoANTKI WcTouniak OBuexT npuMeHeHuA YpoeeHs

MNaargpopma NoxansHs OT... ObnzatensHan

Naargopma

Maatgopma oxantH Of..  ObazaTensHan

Naardpopma NoxanbHLIA KOMNLIOT... ObasatensHan

Maargpopma NOXaNbHBIA KOMINBIOT. .. O6sazaTensHan

- Hanpgute nonntmnky URLAllowlist n BMmecTo example.com noacraBbTe 4. Y1006bI NPOBEPUTD, YTO NOTIUTUKMN HACTPOEHbI KOPPEKTHO, CKONMUPYNTE
CaNT, Ha KOTOpble MOXKHO byaeT 3axoauTb. He yoananTte KaBblYKM 1 gpyrue browser://policy BagpecHyio cTpoky bpay3epa un HaxmuTte Enter.
cneuuvanbHble cuMBObl. MoxHo fob6asuntb 0o 1000 canToB. Takxxe Monutukm paboTtatot 6e3 owmnbok, ecnn Bo BKaake CocTtosiHMe ykasaHo
pekomMmeHayeM 0o06aBUTb B UCKITIOYEHNS CITYXXeOHbIV agpec 3Ha4veHune OK.

browser://settings
- CoxpaHuTe oTpeaakTUPOoBaHHbIN Gan u 3anyCcTUTE ero ABONHbIM KJIMKOM.

- B avanoroBom okHe paspelunTe BHECTU U3MEHEHNSA B peecTp (HYXXHbl npaBa
aAMUHUCTPATOPA).

HacTponka rpynnosbix nonutuk / OC Windows 18



BknioveHune rpyrnnoBbiX NOJIMTUK Ha BCEX KOMIMbIOTEPaX

1. CkavanTte akTyanbHbint dann ADMX v nonoxuTte B nanky no nyTu

Q J1OCTYMHO TONbKO B BEPCMAX ONEPALMOHHON CUCTEMDI
domain_name. loc\SYSVOL\domain name.loc\Policies\PolicyDefinitions

Microsoft Pro, Enterprise nnun Ultimate. HacTtponka Beaércs

C nomMolLLpbio PegakTopa nokanbHOM rpyrnnoBouv MOANTUKN
2. CkavamTe akTyanbHbin pann ADML (Ha pyCcCKOM UK aHITMNCKOM A3bIKE)

Windows (gpedit.msc nn1 gpmec.msc), KOTOPOro HeT
N MONMOXNTE B Nanky no nyTu:

domain_name. loc\SYSVOL\domain_name.loc\Policies\PolicyDefinitions\
ru-RU ang pycckos3blMHOM CUCTEMBI

B Bepcusax Home n Basic.

nnn
domain_name. loc\SYSVOL\domain_name.loc\Policies\PolicyDefinitions\
en-US ang aHrnos3bi4HOM CUCTEMBI.

3. [ns KOPPEKTHOW CUHXPOHM3auun bpay3epa 1 NnoNnTUK NpoBepbTEe aKTyallbHOCTb
CUCTEeMHOMN aaTbl.

4. OTkpownTe PepgakTop nokanbHOM rpynnoBon nonutukm ( gpedit.msc wunm gpmc.msc ).

5. Bbibepute ApMUHUCTPATUBHbIE WabnoHbl — AHpeKkc - AHpekc bpaysep.

6. OTKponTe NOMUTUKKN, KOTOPbIE XOTUTE NPUMEHUTb HA YCTPOMCTBAX. 3aanTe UM 3HAYEeHUS
BkniouveHo, OtknoueHo nin He 3apgaHo.

7. YTObbI NPOBEPUTD, YTO 3HAYEHUSA NOTINTUK MPUMEHUNTTINCH KOPPEKTHO, CKOMUPYNTE

browser://policy BagpecHyto CTPoky bpay3epa n HaxxmuTe Enter. Ecnv 3HaveHuns
HEKOPPEKTHbI, HAXXMUTE NMOBTOPHO 3arpy3nTb NOJIMTUKMN.

HacTponka rpynnosbix nonutuk / OC Windows


https://download.cdn.yandex.net/browser/corporate/YandexBrowser.admx
https://download.cdn.yandex.net/browser/corporate/YandexBrowser.adml
https://download.cdn.yandex.net/browser/corporate/policies/en/YandexBrowser.adml

OTKNoYeHue rpynnoBbixX nOJINMTUK Ha OAHOM KOMIblOoTEpe
1. Cka4danTe apxuB c pannamm NOAUTUK AN NX OTKIIOHEHUS.

2. 3akpounTe AHpekc bpay3ep onsa obpaszoBaHusa coyetaHnem knasuw Ctrl + Shift + Q
nnn KHonkon MeHio - 3akpbiTb 6pay3ep.

3. Ybeputecnb, YyTo bpay3ep He paboTaeT B $OHOBOM pexXMUMe: ero HeT B [lucnetyepe 3agauv,
a 3Hayka bpay3epa HeT B 0bnactn yBegomnenmnin Windows.

4. OtkpownTe nanky OTKAoYeHne NoNUTUK. 3anyctute damn C HazBaHMEM HYXXHOW MONUTUKUN
ABOVHbBIM KITMKOM.

5. B pmnanoroBom okHe pa3pelmnTte BHECTU UBMEHEHUS B PeecTp.
6. YTObbI NPOBEPUTD, YTO MONTUKU OTKITIOUEHBI, CKONUpynTe browser://policy

B aflpeCHYI0 CTPOKY bpay3epa un HaxxmuTte Enter. OTKNIOYEHHbIE MOIUTUKN HE A0NXKHbI
oTobpaXkaTbCs Ha CTPaHULE.

HacTponka rpynnosbix nonutuk / OC Windows
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https://yastatic.net/s3/doc-binary/src/support/browser/ru/files/ya_education.zip

OC Linux
BKJ'IIO‘-IEHVIe prI'II'IOBbIX NOoJINTUK Ha OAHOM KOMIbIOTEpPE

1. Cka4danTe apxuB C paniaMm roToBbIX MOSNUTUK.

2. 3akpounTe AHpekc bpay3ep onsa obpaszoBaHusa coyetaHnem knasuw Ctrl + Shift + Q
nnn KHonkon MeHio - 3akpbiTb 6pay3ep.

[1Nna OUNCTKM JaHHbIX

- CkonupywTe B nanky /etc/opt/yandex/browser/policies/managed/ nonntnkun co cnegyowmmm
Ha3BaHMaMU: BackgroundModeEnabled n ClearBrowsingDataOnEXxitList (B e€ ¢painn Takxe
N0 YMOJTYaHUIO BKJTIOYEHA eLLUE oHa HY)XHasa nonnTtunka, SyncDisabled).

nsa pe>xxmuma poKyCcnpoBKU

- OtkponTe dann Linux_policies. B danne Hangnte nonntnky ExtensionlnstallAllowlist

nemMmecto example idl m example_id2 nopacTtaBbTe HyXHble ID pacwmpennn,
KOTOpPble MOXHO 006aBUTb U3 UHTepHeT-MarasmnHa Chrome. He yaansainTe KaBblukn 1 gpyrmue

cneunanbHble CMMBOJbl. MOXHO A,06aBNATb CKONMbKO YroAHO pacmpenui. Ytobsl y3Hath ID
HY>XHOIO pacLlIMpPEHns, OTKPONTE ero B UHTEPHET-Mara3smHe, 3aTemM CKONmpymnTe n3 agpecHom
CTPOKN BYKBEHHYIO KOMBUHALIMIO, KOTOPAs OTAEeNIeHa OT OCHOBHOIO afipeca CeLleM.

- Hanpute nonntmnky URLAIllowlist 1 BMmecTo example.com noacTaBbTe CalT, HAa KOTOPbIE MOXHO
OyneT 3axoanTb. He yaansanTe KaBbluKU 1 Apyrue cneunasnbHble CUMBOJIbl. MOXXHO A06aBUTb
0o 1000 canToB. Tak)e pekoMmeHayeM Jo6aBUTb B UCKTIOYEHUS CNYXEDHbIN agpec

browser://settings

HacTponka rpynnosbix nonutuk / OC Linux
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https://yastatic.net/s3/doc-binary/src/support/browser/ru/files/ya_education.zip
https://chrome.google.com/webstore/category/extensions

3. CoxpaHuTe oTpenakTUpPOBaHHbIN pann.

Y Monntukn

DR Bun Cete Cepeac Hacrporka Cnpaexa

TIOBTOPHO 3aTpY3uTE NOAMTIKA Apyree aefictenA ~ B MOKazLIBaTL HE 33ABHHLIE NOANTHKY

— v =2+ T MO  Bnama %Y B8ema ~ [ O L=

il L B8 KomnLoTep #PainoRan CHETEMA els bapt yyandex »browser }policies » managed o
= AoxymeHTe!
4 WzobpaseHdn MOAKTHEN ANA KOMMLIOTEPA

WiMa komnsioTepa:

44 Myliga
Z PErucTpauns AoMeHa:
B Bag
(3 Buges TOKeH perucrpaunm
¥ BarpyIgd MaeHTMOUKATOR
yCTpoicTea:
Mecra " o . MOCASHAR EPEMEHHaR METKa MONWTUKM: 0 cex. Hazag
= . managed polices.json
) JomainHRA ) BuiGepuTe uHTEpBam 3 uaca
£ Pafiouvia cron 1 OBHOBNEHIME NOAMTHI: BbIK/
y CocronHne: B xewe noauTMKN ownBoK He HalaeHD
& Kopawma

[0 ®afnoBan cucTema .
Yandex Browser Policies

HaxonmrTenia

b boot nvmednip2ifboot) HazsaHKe NOAMTHKK 3HaueHne NONUTHEN WcTounux OBLEKT MPUMEHEHWA YpoeeHb Cocrosxue

T Nokankees @ gUcE memedn 1p3 (fhome)

[*iifchhfanmpdbibifal jnf fhpi€iffog™] Maatpopma NOKaNEHBIA KOMNBIOT...  OBR3aTELHaR
CeTembi® pecyposl
Ceth gt Mnatpopma NoKanbHLIA KOMNLIOT...  OBR3aTenkHan
3 5 o
4! Samia earchSuggestEnabled false MNaathopma NoKanLHLIA KOMNLIOT...  OGR3aTensHan

[browser:/. ", "Drowser:/fsettings”, "browser://screenshot-— | [agvdopma JIOKaNLHLIA KOMNLIOT...  DBA3aTEALHER
Nnatpopma NoKansHLIA KOMINLIOT... O6a3aTenbHan

Nnatpopma NOKaNLHEIA KOMNBIOT...  OBR3aTENLHAR

4. Ckonupymnte dann Linux_policies B nanky /etc/opt/yandex/browser/ 5. Y10bObl NPOBEPUTD, YTO NOTUTUKMN HACTPOEHbI KOPPEKTHO, CKONMUPYNTE
policies/managed/ . browser://policy B agpecHyto CTpoky bpay3epa n HaxxmuTte Enter.
Monutukm paboTtatot 6e3 owmnbok, ecnn Bo BKaake CocTtosiHMe ykasaHo
3HaveHue OK.
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BkniovyeHue rpyrnnoBbiX NOJIMTUK Ha BCe€ KOMIbIOTEPbI

BCTDORE 3 Cnpagxa
) Namxm 88 Bugy ~

B KomnboTep MPafnoBan CHCTEMA dele dopl ryandex » browser Fpolioes > mana gEd

= Brgeo

¥, Barpysku

MecTa

(a) JRORNBALIHRR

1dn1ps (fhome)

1. Co3panTe B obulen nanke /etc/opt/yandex/browser/policies/
managed/ ¢ann managed_policies.json c nonutnkamun. Bol MOXeTe yKka3aTb
noboe nmsa ¢panna, a Takxke cosgatb otaenbHbin darn JSON gnsa kaxkgom

NONIMTUKWN: HACTPOMKU U3 Bcex parnnos byayT obbegmnHeHbl U MPUMEHEHDI
B Opay3epe.

HacTponka rpynnosbix nonutuk / OC Linux

7_ BT

@aitn  Mpaeka Bwa  3aknagkuw  Mogynw  HacTporika — Crnpaeka

I GNU nano 7.2

fetc/opt/yandex/browser/

policies/managed/managed_|

policies.j

2. YkaxkuTte B panne noanTmnKn, KoTopbie HY>XXHO NPUHYANTENBHO NPUMEHUTb
Ha YCTponCcTBax nonb3oBaTtenen. bopmat dpanna:

{
“UMS_MONNTUKNL” :

“UMSA_NONNTUKINZ”
“UMSA_NONNTUKINZ”

3HAYEHMEL,
3HAYEHME?Z,
3HAYEHUE?3
by

23



3. [locne Bcex nUaMeHeHUn coxpaHuTte dann B Nanke
/etc/opt/yandex/browser/policies/managed/

4. Cospante panmn /etc/ansible/playbooks/copy-policies.yml wunponuwmnTe B HEM
cLeHapun ansa KonnmpoBaHus ¢anna C NOANTUKAMK Ha KOMMNbIOTEPbI YYEHUNKOB:

- hosts: local # I'pynna, KOTOpOW MNpUHAANEXAT KOMMbHTEPHI
remote_user: root
tasks:
- name: Copy group policies
copy:
src: ~/managed_policies.json # [lyTb K konupyemomy harnny
dest: /etc/opt/yandex/browser/policies/managed/managed _policies.json # [lyTb K KOHe4yHOMY Ganny
owner: local # Bnapgeney danna
group: Llocal # I'pynna, KOTOPOW NpUHALNEXUT bann
mode: '©@644' # [lpaBa poctyna K danny

HacTponka rpynnosbix nonutuk / OC Linux

24



“~ Linux - Mexegxep gafnoe

Dain Bua Cete Cepenc HafTporka Cnpaexa

— T () Q| Bnamw ¥ FEew ~ [ O £ Coaname

Wabparnos B MaGparnoe *3arpyske »va_education 2ip »ya_education » Linux

B Aoxymedte AllPolitics json
. p BackgroundModeEnabled. pon
!': ME“ L ';.fE-BTE-'D'l'.'S:"'Ig Datalnkx ‘?L!ET_ISD"!
- EditBookmarksEnabled json
s Sarpyse ManagedBookmarks gsen
Heer FasswordManagerEnabled,json
i WandexDisableld json

=) Pabouide cran 1

= Kopawea

D @ainoBan cwiTema
HaxonmTenn

& boot vmeOn1p3 (fboot)

B Nokaneknid gHee rvmednt ps (home)
CETEDLIE PECYPCHE
CeTn

3 samba

5. Bmecto managed_policies.json nogcTtaBbTe Ha3BaHWe paina C NOIUTUKAMMU.
Ecnu dannoB HECKONBbKO, TO HY>XHO NPONMUCcaTh CLeHapuun ANns BCeX.

6. BbinonHuTte komaHpy: ansible-playbook copy-policies

HacTponka rpynnosbix nonutuk / OC Linux

Y Moantnkwm

MoBTORHO 3arpyanTe NOANTUEN Apyrue AeACTBUA ¥ M rokazwears He 13 AAHHBIE NOAUTUKK

Cocroanune

MoAMTHKKA AR KOMNLIOTEPa

Mma kOMNLIOTEpa

EHHAA METKA NOAWTHEK: 33 MUH. Ha3ag

3 vaca
NOAUTHK: BLIKN
B xewe non K HE HAWAEHD
Yandex Browser Policies
OBLEKT NpUMEHEHIA YpoBeHb

HazsaHue NoAMTHEN 3HaueH1e NoAMTHEW WETOUHNK

fodeEnabled false Obnako NokansHbId KOMNBIOTED ObnzaTentHan

Policy Precedence

7. YT106bI NPOBEPUTD, YTO 3HAYEHUS NOIUTUK MPUMEHUNITUCH KOPPEKTHO,
ckonupymnte browser://policy B agpecHyto CTPoky bpay3epa n HaxmuTe
Enter. Ecnu 3HaueHns HekoppeKTHbI, HAXXMUTE NMOBTOPHO 3arpys3unTb
NOJINTUKMN.
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OTKnto4yeHune rpynnoBbixX nOJINMTUK Ha OAHOM KOMIblOoTEpe

1. 3akponTte Anpekc bpay3ep gnsa obpaszoBaHua coveTaHmem knasmuw Ctrl + Shift + Q
nnn KHonkon MeHio - 3akpbiTb 6pay3ep.

2. YbepuTtecs, uTo bpaysep He paboTaeT B YOHOBOM PEXMME: €ro HET B BbIBOAE KOMaHAbl top
Yyepes KOHCO/b.

3. Ypanute ¢dann Cc Ha3BaHUEM MONINTUKU, KOTOPYIO HY>KHO OTKIIOUYUTb, U3 Mankun
/etc/opt/yandex/browser/policies/managed/

4. Y1obbl NPOBEPUTD, YTO MOIUTUKM OTKJTIOUEHDI, CKONMpPYynTe browser://policy

B aflpeCHYIo0 CTPOKY bpay3epa 1 HaxxmuTte Enter. OTKNIOYEHHbIE MOIMTUKN HE A0NXKHbI
oTobpaXkaTbCs Ha CTPaHULE.

HacTponka rpynnosbix nonutuk / OC Linux
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